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Indirect attacks against weak
links in the supply chain now
account for 40 percent of
security breaches.
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Introduction
Combatting cybercrime requires multiple resources. It’s a complex process that also can be
costly. Without cybersecurity measures, though, businesses risk decreased revenue, a damaged
reputation and expensive fines and penalties for noncompliance.
Enterprises tasked with adhering to specific government compliance standards have even more
responsibility in fighting cybercrime. Federal agencies and companies that work with them must
follow policies and procedures designed to securely protect high-level data, including guidelines
from:
The National Institute of Standards and Technology Special
Publication 800-53 (NIST SP 800-53): Includes security and privacy
controls for federal information systems and organizations.
The Federal Information Security Modernization Act (FISMA): Updates the federal government's
cybersecurity practices by codifying Department of Homeland Security (DHS) authority to
administer the implementation of information security policies for non-national security federal
Executive Branch systems, including providing technical assistance and deploying technologies
to such systems; amending and clarifying the Office of Management and Budget's (OMB)
oversight authority over federal agency information security practices; and by requiring OMB to
amend or revise OMB A-130 to “eliminate inefficient and wasteful reporting.”
The Federal Risk and Authorization Management
Program (FedRAMP): Provides a standardized
approach to security assessment, authorization and
continuous monitoring for cloud products and services
and empowers agencies to use modern cloud
technologies, with emphasis on security and protection
of Federal information, and helps accelerate the
adoption of secure, cloud solutions.
Although the principles of these programs reduce the
risk of cybercrime when properly utilized, fighting
problems such as stolen devices, hacking, human
error and negligence, is difficult because new types of
attacks regularly emerge. According to Accenture Security's 2020 State of Cyber Resilience
report, almost 70 percent of executives divulge that the cost of staying ahead of attackers is
unsustainable. The report also notes the following:

•
•
•
•
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Indirect attacks against weak links in the supply chain now account for 40 percent of security
breaches.
Failures lead to gaps in protection, lower detection rates, longer business impact, and more
customer data loss.
On average, cybersecurity programs actively protect only about 60 percent of an
organization’s business ecosystem.
Fully 83 percent of respondents agreed that their organizations need to think beyond securing
their enterprises and take steps to secure their ecosystems to be effective.
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What is DevSec?
To confront the issue of cybercrime, a trend termed “DevSec” has rapidly developed and is
increasingly being utilized to prioritize security in the software development cycle. It combines
“security” with “DevOps,” which refers to a software development approach to create an agile
relationship between development and IT operations.
The primary goals of DevOps (development + operations) are to enhance a business’s capability
to quickly and efficiently deliver applications and services, eliminate the silos between
development and operations teams, mitigate coding omissions by automating development,
enable agile and continuous delivery and reduce overall software security risks. It accomplishes
this by focusing on the underlying organizational structure, culture, and practice of software
development.
By encouraging developers to be more aware and conscious of security and understand its
importance in the development cycle, DevSec promotes the inclusion of security team members
into development teams instead of the two groups working separately until the end of the project.
Combining the resources and knowledge of the planning, development, and operational teams
along with security professionals, allows software specialists to discuss how applications can be
protected against weaknesses, teams can integrate security into agile processes and continuous
integration, and distributed systems can be made consistently secured.

What is SecOps?
A similar methodology to DevSec, SecOps
aligns security, development, and operations
teams and integrates tools, processes and
technology to keep a business secure while
reducing risk. Short for security operations,
SecOps consists of teams focused on
monitoring and assessing risk and protecting
corporate assets to boost compliance, threat
prevention, continuous protection, security
expertise, an improved business reputation and
decreased operations costs through minimized
breaches.
According to a Forrester report titled “The State Of Application Security, 2020,” only 14 percent
of enterprises fully integrate security throughout the software development lifecycle, and those
just starting to integrate security into the lifecycle usually begin by focusing on the test phase.
However, direct benefits of improving SecOps include 69 percent fewer breaches, 49 percent
decreased cost of patching and 47 percent reduced cost of compliance. Some goals of SecOps
are to:

•
•
•
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Ensure management’s buy-in and commitment to a realistic roadmap for iterating and
improving security throughout an organization.
Establish cross-team collaboration with security built into the software development lifecycle.
Create increased visibility into the security of the infrastructure and, ultimately, create a
stronger security posture.
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DevSecOps
Short for development, security, and operations,
DevSecOps is a third trend that has gained
popularity the past couple years. Gartner defines
DevSecOps as the integration of security into
emerging agile IT and DevOps development as
seamlessly and as transparently as possible without
reducing the agility or speed of developers or
requiring them to leave their development toolchain
environment. The research and advisory company
notes that 90 percent of software development projects will be following DevSecOps practices by
2022, up from 40 percent in 2019.
In addition to reducing cyberattacks and corresponding costly downtime, DevSecOps offers a
wide array of advantages by:

•
•
•
•
•
•
•

Ensuring predictable product release times
Embedding security directly into development and production workflows
Replacing big releases with more agile release cycles
Increasing productivity through automation and monitoring of security
Combining security with IT and business objectives
Enabling deployment of applications with secure and efficient code
Mitigating the need for secure coding after a product already has been committed

A successful DevSecOps environment is comprised of security testing completed by the
development team, issues found during testing that is managed by the development team and
the fixing of those issues within the development team. When properly achieved, DevSecOps
embeds security into the entire product lifecycle instead of assessing and validating it at the end
of the project. It’s not a methodology that includes security solely as a perimeter around
applications and data.
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